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Free Security Software: MS Security Essentials – A Review  
by Jack LaPointe
In an effort to prepare for our PC3 meeting this month I found a first-rate article, MS Security Essentials: right-sized protection? by Fred Langa in the Windowssecrets Newsletter (http://windowssecrets.com).  It’s an informative article and while it does discuss MS Security Essentials at some length, it also touches on several other free security suites and puts the broader issue of PC security in perspective as well. Windowssecrets is a great resource for both novice and more experienced users. It is available online as a free version and a more detailed paid version. Unfortunately, the article in question is in this month’s paid section. Subscription is by donation, however, and the staff invites your contribution on the basis of “what it’s worth to you”.

The author, Fred Langa, has been writing about the computer business for many years. He has observed the growth and development of the PC industry since its inception. His take on this issue is “pick the right-sized protection based on your needs”. In his view, there are a lot of complex and expensive security apps available. These programs offer high level functionality with wide-ranging features and extreme adaptability. There is no question that some commercial users out there need every bit of protection they can get. Malware and cyber crime is on the rise and the black hats are getting smarter. But, for the average home user with much less at stake, the same coverage may be expensive, bulky and disruptive to their systems. MS Security Essentials is a small footprint, simple program specifically designed to fit into a basic Windows environment and offer strong malware protection with a minimum of user interaction. It’s easy to install and setup, runs without intervention and appears to offer adequate protection. It seems to fill a need in the market for minimum coverage with a focused purpose. Finally, and perhaps most importantly, it’s free.

So, Mr. Langa’s advice is to take a look at the reviews on what’s out there and suite yourself… pun intended. This is not a “one size fits all” situation. If Norton or McAfee makes you feel secure they’ll definitely do the job. But, if AVG, Avast! or AntiVir are more in line with your budget and are adequate for your needs, by all means, give them a try. 

MS Security Essentials has been in service for about a half a year now and I’ve been using it for just about that long. Over the course of this time it has generated a number of reviews. Some questions have been raised about its minimalist approach, but by in large its performance and the reviews have been good. Fred Langa is giving the product his own evaluation and will report back in a few months on his experience.
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http://www.pcworld.com/reviews/product/compare?p=290836&p=290835&p=290840&p=290838&p=290834&p=290845
Review from August 24, 2009
[image: image1.png]) Free Antivirus Software - PCWorld - Mozilla Firefox
Ele Edt View Hstory Bookmarks Ioos Help

- C <oy | T http:fjwww.peworld.comjreviewsjcollection/1597 free_antivirus_software. htm

! nbox - Yahoo! Ml ¥ The EULA you clck. Search: free antiv

St Zio Search PCWorld reh B

(B How-To Downloads  Shop & Compare

Magazine
Subscrive & Get a AADOBE ACROBAT 9 PRO

Bonus € Combine video, aucio,and documents
Customer Service, alina single PO Portolo

PCWarld » Software » Antiirus and Security

Select a Category v i
Free Antivirus Software
You can find lots of free software made to stop worms, viruses, and other

Everyihm A malware. We tested several such programs to find the free antivirus you can
cEs 2010 depend on.

iPhone App Reviews Edited by Nick Mediati
Business Center

Cameras
Cameorders

Cell Phones & PDAS X .
1. Avira AntiVir Personal
Bottom Line: Avia A Personal offers arest,

thorough protection and top-notch scan speed, but some.
NEWE-Readers. nortechies might fin s interface frustrating

Consumer Advice

Desktop PCs

Gadgets Full Revew » Test Report

ng
oty
Home Theater 2. Alwil Avast Antivirus Home
Laptops. Edition

Macs & iPods Bottom Line: avast Arfivirus Home Edton provides.

Monitors ol antimalware protection and  good set f festures,
ut s outdated nterface needs & makeaver.

Brinters FullReview » Test Report

Software

§§ Seripts Partely Alowed, 117 (peworldcom) | <SCRIPT>: 34 | <OBIECT>: 0

Done




[image: image2.png]irus and Security Similar, to the Avira AntiVir Personal - PCWorld - Mozilla Firefox
Ele Edt View Hstory Bookmarks Ioos Help

© G X G (D e ponord comfovensiproductcompereTp=2305385p=2S0A3S5p 2508 0 ~230835 =290

Ot nbo - Yahoo! Ml hase Onine -Add .| ¥ The ELLA youcick .. | & M5 Securky Essenti.. | ] Seach: free antivi... | (0 Free Antveus oft... ] Antivirus and... &

&J TREND.  Easy internet security ¢

Free 30-day trial

avasit A0S pctecls comono

HOME o st

AVIRA

Manufacturer | Avira Al AVG Microsoft PC Tools Camodo

Product Py a— Avast Antivirus O5Rm Security Essentials | Antivirus Free

Name Horne Edition Beta Edition Internet Security

Current Price | Check Latest Prices | Check Latest Prices | Check Latest Prices | Check Latest Prices | Check Latest Prices | Check Latest Prices

G o 8 0 o I 2 0.0 o 1IR ¢ ¢ ¢ NS ¢ ¢ 2 SlE o ¢/ * ki

Rat

Avira Antiir Avast Antiius An efective bt
Personal ofers Home Edition WA Somewhat slow
great, thorough provides solid i o e utility, Microsoft
protection and antimahvare el oyl | SeCuflty Essentials
Bottom Line  top-notch scan protection and a interface and useful e sl

blocking of
speed, but some good set of features, ' contender when it
notachies might o Web-based attacks, | oot through forit to detection and its

e e e e mabvareblocking | 100 b Cra'yf | relisically rtect | tendency t poduce
fustating T is below average g any false positives

PC Tools Antiirus, | Comodo Intemet
which neglects to | Security is not &
detect spyware, good antiirus
allows fartoo many | choice, owing to its
pieces of malware  lackluster malware

Sy Seripts Partely Alowed, 116 (peworldcom) | <SCRIPT: 23 | <OBIECT>: 0

Dore





----------

==========

----------
http://www.pcmag.com/article2/0,2817,2356509,00.asp
Free Antivirus and Antispyware

12.02.09

Every computer needs protection. But what if you've got no money for security software? Don't worry--there's power security software and services that can keep you safe, for free.

by Neil J. Rubenking
The Internet is full of brilliant ideas, marvelous software…and danger. You absolutely must use antivirus and antispyware protection if you connect to the Internet. Even if your computer is locked in a WiFi-proof Faraday cage with no connection to the outside world, threats like the Conficker worm can slip in via removable drives. Going without security software is simply not an option. But what if this year's economy has left a big fat zero in your budget's security column? Never fear—you can still get reasonable protection without paying a cent. 

If you decide to shell out for security, Spyware Doctor with AntiVirus 2010 is our Editors' Choice for standalone malware protection; Prevx 3.0 is another good choice with an innovative approach. You'll pay a bit more for a full suite, but you'll also get more comprehensive protection. Norton Internet Security 2010 is our Editor's Choice for security suite; it's what I use myself. BitDefender Internet Security 2010 and ZoneAlarm Extreme Security 2010 are also good choices. But all of these apps will cost you money—money you might not have.

Most of the free products I've reviewed offer the full range of protection against malware (which includes virus, spyware, rootkits, and so on). They will both remove malware that's already present on your system and keep any new malware from installing. HouseCall 7.1 takes a different approach. It's a scan-only tool with no real-time protection. The free edition of Malwarebytes' Anti-Malware 1.36 is also scan-only—you have to pay if you want real-time protection. On the plus side, you don't have to worry about real-time conflicts either, so these two make good "second opinion" scanners.

IObit Security 360, AVG Anti-Virus Free Edition 9.0 and avast! Free Antivirus 5.0 beta all pair up with non-free editions. AVG's paid edition includes more protective features than the free edition. The other two are fully functional—the only reason to get the paid edition is if you're using the product for business.

HouseCall and Panda Cloud Antivirus Free Edition 1.0 eschew the traditional signature database in favor of a "cloud" database that's always up-to-date. You never need virus signature updates with these products. Without a working Internet connection, though, they can't connect with their in-the-cloud intelligence. Panda will attempt a scan using local data, but it warns that effective detection requires an Internet connection.The various products have different strengths and weaknesses. Panda, our Editor's Choice for free anti-malware, outshines even the commercial programs in its ability to keep malware from installing on a clean system, but Microsoft Security Essentials 1.0 scored highest in this group at cleaning up existing problems. IObit did poorly in almost every test but managed good scores for blocking and removing scareware (rogue security software). 

Since these tools are free you can freely experiment and find which one you like best. You might even install a combination, like Panda for real-time protection and avast! (with real-time protection turned off) for scanning. Don't let a lack of funds leave your computer vulnerable.

Free Products Mentioned in this Article:

avast! Free Antivirus 5.0 beta Unrated (beta)
Free
avast! Free Antivirus 5.0 beta offers very good malware protection at no cost. It's especially good at malware removal and rootkit removal tests, and it offers fine control over settings and detailed reporting.

AVG Anti-Virus Free Edition 9.0 [image: image3.png]



Free
AVG believes everyone deserves free basic protection against Internet threats. The company's free antivirus offers that protection, and it's better than Microsoft's free product. Of course, the best for-pay anti-malware tools are even better, but not everyone can afford to pay.

Trend Micro HouseCall 7.1 [image: image4.png]



Free
Trend Micro's HouseCall gets to work quickly and uses a cloud-based malware database to find viruses and other threats. It's great for a second opinion alongside your existing solution because it doesn't run in the background when not scanning. That lack of real-time protection also means it shouldn't be your only anti-malware solution.

IObit Security 360 [image: image5.png]



Free
IObit Security 360 installs and scans quickly. The problem is, it just doesn't do the job of removing malware or preventing malware installation.

Malwarebytes' Anti-Malware 1.36 [image: image6.png]



Free
Malwarebytes' Anti-Malware does a good job of cleaning up malware, especially those annoying rogue security programs, though it's not effective against commercial keyloggers or rootkits. And the real-time protection in the extra-cost Pro edition isn't worth the money. But be sure to add the free edition to your security arsenal.

Microsoft Security Essentials 1.0 [image: image7.png]



Free
Installing the free Microsoft Security Essentials will protect your system from malware—to a degree. But you'll get better protection from one of the other well-known free anti-malware products.

Panda Cloud Antivirus Free Edition 1.0 [image: image8.png]
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Free
Panda Cloud Antivirus offers free malware protection in a lightweight package with an ultra-fresh user interface. It's the best all-around free antivirus app we've tested, which earns it an Editors' Choice.
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Even well-guarded PCs may get infected

By Dennis O'Reilly 

There's a window of vulnerability between the appearance of new malware and the updating of anti-malware tools against the new threat; you may fall victim in that interim.

That's what happened to one Windows Secrets Lounge member, whose well-protected system appears to have been subjected to a questionable download in his browser.

Malware can enter a machine through the recently discovered IE hole that Yardena Arar described in her Jan. 21 Top Story. Windows Secrets Lounge member Cris Wadlooper experienced a different kind of threat, which he explained in the comment thread for Yardena's story:
· "I noticed that I had a PDF download pending in my Firefox queue, which I dismissed instinctively. (Why is there a file in my download queue? I asked myself.)

"Disclaimer: I have IE6 on a Win XP2 box, Firefox is my default browser, IE is only for banks and other dinosaurs, etc.

"I then browsed around a bit as usual, using Firefox, and the same download appeared! — interestingly, just after I refreshed Boston.com for some local news. (I block Boston.com from opening pop-ups via my Firefox preferences, yet the site still manages to do so!)

"Somewhat stupidly (before finishing my coffee!), I accepted the download request out of coffee-deprived curiosity. I (again, stupidly/curiously) opened the PDF, and it was blank!

"The silver lining to this story is that I opened the file using an open-source PDF reader, Sumatra, which I use because Adobe Reader is so bloated. After seeing this blank PDF, I immediately Shift-deleted it, and so I now don't remember even the file name.

"However, I also instinctively (even in my coffee-deprived stupor) ran a deep scan immediately. Nothing was found — likely because I sent the file to never-never land instead of the Recycle Bin.

"So, maybe this tale is nothing but a blip in the universe of the brave new world. But did anyone else get pushed a PDF from some seemingly random site over the past few days?"
It's impossible to know all the threats circulating in the wild. But it's a good idea to use more than one tool for finding and eliminating Trojans, viruses, and any other bad actors that may have laid claim to your system.

One of the best tools for clearing a PC of malware is the free Malwarebytes Anti-Malware (more info). Note that only the paid version of the program provides real-time scanning for malware.

Most of the major antivirus vendors also offer free online scans you can employ without having to purchase the full product. For example, Symantec offers Security Check, Kapersky provides Free Virus Scan, Trend Micro has House Call, McAfee offers FreeScan, and so on. Running several of these may uncover infections that any one tool might miss by itself.

And of course, you also need to patch whatever hole let the malware in. For sure, replace IE 6 (even if you never surf using IE 6) with IE 7 or 8, both of which provide security features that IE 6 will never have. In the case of the IE Aurora vulnerability, apply the new Cumulative Security Update for Internet Explorer explained in Susan Bradley's Jan. 28 Patch Watch column (paid content) and in MS security bulletin MS10-002.

Senders may unwittingly spread infection 

One of the precautions mentioned in Yardena's story is to contact the sender of a suspicious e-mail to verify its authenticity. WS Lounger Hans Bool expands on this point:
· "[M]ost users wouldn't know how to open attachments in the inbox safely. As you suggest — contacting the sender — may not be a secure solution at all! He or she may have unknowingly attached an infected file!

"My routine strategy is to save any unopened attachment to my desktop or other location and scan the file with my virus program — in my case, MSE [Microsoft Security Essentials] — before opening the file."
As we've seen time after time, no combination of software settings can replace a little innate skepticism and a lot of common sense.
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Langalist Plus, February 4, 2010

MS Security Essentials: right-sized protection?


By Fred Langa 

Are you tired of bloated, multi-megabyte security suites that slow your system down and are packed with features you don't use or require?

Maybe Microsoft's small, sharply focused security tool is all you really need — and you can get it without having to spend a nickel.

Wanted: small, uncomplicated security software 

Reader Joe Watson is hearing the siren song of simpler software:
· "In Fred's Jan. 14 article, 'Explorer.exe startup failure means no desktop,' he states, 'Smaller, simpler software that does just the essential tasks — no bells, no whistles, no marching bands — is often your best bet.'

"What are his suggestions for firewall, antivirus, and antispyware protection on Win XP Pro and Windows 7?"
Aha! An "iceberg" question — one that looks simple on the surface but hides huge complexity underneath. I'll try not to give you a, hmm, Titanic answer!

The problem is, there's no "one size fits all" when it comes to PC security. For example, a system used in serious online commerce — say, for running a thriving home business — needs different protection than a system running mostly Farmville and Scrabble does.

Similarly, a large, complex security tool that works flawlessly on a high-end, multicore PC might make a less-powerful system grind to a halt. User preference matters, too: some prefer "friendly" software requiring minimal user involvement, while others want to customize their apps to the last byte.

You get the idea: What's a perfect fit for one system can be a disaster for another, and a solution that works for me might not be to your liking at all.

With that caveat, I'll address your question. For the last year or so, I've used the commercial version of AVG Internet Security (home page) on my main PCs. I like AVG software, and I've recommended the free AVG antivirus tool to many novice users. In fact, my primary reason for switching to the company's commercial version was to throw a little support its way.

AVG Internet Security includes an antivirus utility, a good firewall, and antispyware, antispam, antirootkit components. It also provides identity protection, an e-mail scanner, a "Web shield," a "resident shield," a link pre-scanner, and many other security and system tools. This soup-to-nuts approach to PC protection makes the program very large.

I turned off some of AVG's modules and functions because they duplicated security features built into my browsers or other tools. I disabled other functions in the suite because they slowed things down too much. And I was frustrated from time to time by such things as the inner workings of AVG's firewall, which takes some dedicated study to master.

When my annual subscription to AVG ran out, I decided to switch to another tool. I've tried many full-blown security suites over the years, but this time I wanted to try something simpler — no bells, no whistles, no marching bands.

So as an experiment, I switched to Microsoft's free Security Essentials (download site) for anti-malware and antispyware.

Security Essentials is starting to get some nice, positive reviews online — an example of which is "AVG Anti-Virus vs. Microsoft Security Essentials" on the Windows 7 Review site. MSE is small — under 5MB — and sets up in literally a minute or two. The program is fast and has a very small system footprint. It runs on any version of Windows from XP SP2 through Win7; I use it on my Windows 7 boxes in conjunction with Win7's built-in firewall.

So far, so good. If I suffer ill effects, I'll let you know. But I honestly think this small, simple, focused (and free!) approach to the Big Three of online security — antivirus, anti-malware, and firewall — will be all I need.

Your mileage may vary. If you find MS Security Essentials isn't to your liking, check out these Windows Secrets security-software reviews:
· Rob Vamosi's Aug. 27, 2009, Top Story: "Security Baseline provides basic PC protection"
· Ian "Gizmo" Richards' July 31, 2008, Best Software column: "Get the best firewall, then scan your PC — free"
· Scott Spanbauer's June 26, 2008, Best Software column: "Get top-flight antivirus without spending a dime"
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